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THE QUANTUM THREAT 
TO OUR DIGITAL SOCIETY
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MODERN CRYPTOGRAPHY

Symmetric cryptography

Single key for both encryption and decryption

Requires agreeing upon a shared key beforehand

Examples: AES, DES, Blowfish, Salsa20, ChaCha20

Asymmetric (“public-key”) cryptography

Keys for encryption (public key), decryption (private key)

Security based on hard computational problems

Can be used to generate a shared (symmetric) key

Examples: RSA, DSA, ECDSA, Diffie-Hellman key exchange 
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QUANTUM COMPUTERS

Fundamentally different way of computation

Makes use of so-called qubits rather than bits

Various challenges: coherence, stability, 

scalability, error-correction

Redefines which problems are “hard”
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POWER OF QUANTUM COMPUTING

Shor (1994): efficiently factoring large integers, computing discrete logarithms, …

Grover (1996): efficiently searching an unstructured list

𝑛 = 5126641943039633

𝑛 = 54271853 ∙ 94462261

𝑎[𝑖] = 0000000000100000000000000

𝑎 11 = 1
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QUANTUM THREAT TO MODERN CRYPTOGRAPHY

Symmetric cryptography

Single key for both encryption and decryption

Requires agreeing upon a shared key beforehand

Examples: AES, DES, Blowfish, Salsa20, ChaCha20

Asymmetric (“public-key”) cryptography

Keys for encryption (public key), decryption (private key)

Security based on hard computational problems

Can be used to generate a shared (symmetric) key

Examples: RSA, DSA, ECDSA, Diffie-Hellman key exchange 

Weakened by quantum attacks (Grover)

Completely broken by quantum attacks (Shor)
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TOWARDS A LARGE-SCALE QUANTUM COMPUTER
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TOWARDS A LARGE-SCALE QUANTUM COMPUTER
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TOWARDS A LARGE-SCALE QUANTUM COMPUTER
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WHY SHOULD WE CARE NOW?

Time to transition to 

quantum-secure 

cryptography

Period that data needs to 

remain secure and 

confidential

Time to build a large-scale quantum 

computer, breaking cryptography

Data no longer 

secure!

Mosca’s inequality: assessing urgency to transition (2015)
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QUANTUM COMPUTING PREDICTIONS
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QUANTUM COMPUTING PREDICTIONS
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QUANTUM COMPUTING PREDICTIONS (X2 EVERY 2YR)
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QUANTUM COMPUTING PREDICTIONS (X2 EVERY 1.5YR)
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QUANTUM COMPUTING PREDICTIONS (X2 EVERY 1YR)
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WHAT CAN WE DO?

“Quantum” cryptography

Uses quantum physics: Requires quantum hardware!

Perfect security in high-profile applications

Not practical for most real-world applications

“Post-quantum” (or “quantum-secure”) cryptography

Does not use quantum computing: Can already be used now!

Based on lattices, codes, and other mathematical objects

In general, small efficiency loss compared to “classical” methods
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POST-QUANTUM CRYPTOGRAPHY – COMPARISON

Features Speed Memory

Post-Q Mature Versatile KeyGen Encrypt Decrypt PubKey PrivKey CT/Sig

Factoring

Discrete log

Elliptic curves

Lattices

Codes

Multivariate

Hash-based

Isogenies
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POST-QUANTUM CRYPTOGRAPHY – TIMELINE

Past timeline

Feb 2016: NIST report on post-quantum cryptography

Dec 2016: NIST call for submissions

Nov 2017: Deadline for submissions

Dec 2017: Round 1 – 69 candidates

Jan 2019: Round 2 – 26 candidates

Jul 2020: Round 3 – 7 finalists, 8 alternates

Future timeline

Mar 2022: Round 4

2023/24: NIST standards announced

2023/24+: Other standards (ETSI, IETF, IEEE, ISO, …)
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SUMMARY

Hacking efforts and cyber warfare intensifying

Quantum threat is looming, needs to be addressed urgently

Symmetric cryptography: increase (double) key sizes

Asymmetric cryptography: need new cryptographic algorithms

Mosca’s theorem: act before it is too late

Defensive side: estimate retention time and transition time

Attacking side: stay updated on quantum computing predictions 

Post-quantum cryptography solutions exist, and will soon be standardized
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TOWARDS POST-QUANTUM CRYPTOGRAPHY

High security, long-term confidentiality: start migrating soon!

Use hybrid of classical and post-quantum cryptography

Secure, good reputation: code-based encryption (McEliece)

Other use cases: raise awareness, and prepare for upcoming standards

Either use hybrid or wait for mature standards

Emphasis on efficiency: structured lattices (NTRU, Kyber, Saber, Dilithium, Falcon)

Emphasis on security: unstructured lattices (Frodo)

Making fewer assumptions: hash-based/symmetric signatures (SPHINCS, Picnic)
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YOUR ATTENTION


